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Preface

The primary purpose of this document is to help
state and local education agencies and schools
develop adequate policies and procedures to pro-
tect information about students and their families
from improper release, while satisfying the need
for school officials to make sound management,
instructional, and service decisions. The document
was developed under the direction of the National
Forum on Education Statistics (Forum).'

The Forum is part of the National Cooperative
Education Statistics System (Cooperative System)
that was established by the Hawkins-Stafford
Education Amendments of 1988 (Public Law
100-297) to “produce and maintain, with the
cooperation of the States, comparable and uniform
education information and data” and retains this
responsibility under the mandate of the Education
Sciences Reform Act of 2002 (Public Law 107-279).
To assist in meeting this goal, the National Center
for Education Statistics (NCES) established the
Forum to improve the collection, reporting, and use
of elementary and secondary education statistics.

"Full Forum members consist of federal, state, and local educa-
tion representatives whose agencies have major responsibility
for collecting and reporting state and national elementary and
secondary data through the National Cooperative Education
Statistics System (Cooperative System). Associate Forum mem-
bers consist of national-level agencies or organizations that col-
lect and/or use elementary and secondary education data. In
addition, meetings are open to the general public, and experts
may be invited to participate in Forum activities and to offer
their expertise during Forum deliberations.

The Forum recognized the significance of such
security issues and raised concerns about the pri-
vacy of student data being collected, used, and
released at all levels. In 1994, the Forum completed
a report entitled Education Data Confidentiality:
Two Studies. The Data Confidentiality Task Force
was then established to identify ways to help state
education agencies, school districts, and schools
ensure the privacy of education records and to clar-
ify the laws that exist for these agencies and the
general public.

Under the Task Force's direction, Protecting the
Privacy of Student Records: Guidelines for
Education Agencies was first published in 1997. A
companion brochure, Protecting the Privacy of
Student Education Records, was developed to help
educators and the general public understand the
Family Educational Rights and Privacy Act (FERPA).
The document was well received and widely used
by state education agencies and local school dis-
tricts. Since the publication of that document, new
laws affecting the privacy issue have passed and
more guidelines have been provided by the U.S.
Department of Education and the U.S. Department
of Agriculture. A new Task Force was formed by
the Forum in 2002 to study the issue, and revision
to the guidelines began in 2003. This publication is
the result of collaborative efforts among various
federal agencies and state and school district offi-
cials. The focus of this report has been expanded to
include other types of privacy concerns in addition
to education records.
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SECTION 1

An Overview

OVERVIEW

Students and their parents entrust schools with
their personal information with the expectation
that this information will be used by the schools to
serve the needs of the students effectively and effi-
ciently. School districts maintain and use personal
information for a variety of educational purposes
while students are in school. To protect the privacy
of students and their families, school staff are
legally and ethically responsible for safeguarding
the information collected about and from students.

Many federal and state laws and regulations
related to maintaining and releasing student infor-
mation must be followed; however, school districts
and schools need additional policies and proce-
dures to guide everyday operations. Since schools
and districts vary in how they collect and maintain
information about students, the types of policies
and procedures also vary. This document provides
examples of policies and procedures as well as
guidelines for deciding what is needed to ensure
the privacy of student information.

This document is intended to provide a general
overview of privacy laws and professional practices
related to the information collected for, and main-
tained in, student records. It should not be consid-
ered an authoritative interpretation of any law or
policy. Specific questions about student record con-
fidentiality should be referred to the appropriate
legal or administrative agents.

Section 1 presents an overview of the principles
related to the privacy of student information,
explains key concepts, defines important terms,

and describes the uses and organization of this
document.

GOALS

v Explain basic concepts of privacy and their
underlying assumptions

v Define key terms used in this document

v Present brief overview of this document

KEY POINTS AND DEFINITIONS

¢ Strong federal statutes protect the privacy rights
of students and their families. These statutes
encompass education records kept in electronic
and paper media.

e Agency and school personnel are legally and
ethically obliged to safeguard the confidentiality
of student data.

¢ Federal and state privacy statutes pertaining to
students build on the concepts of common law
and constitutional provisions that imply privacy
guarantees.

e The underlying important concepts include
notification, disclosure, and informed written
consent.

e [ducation records means records, files, docu-
ments, and other materials that contain informa-
tion directly related to a student and that are
maintained by education agencies or institu-
tions, or by individuals acting on behalf of the
agencies.

e Personal or individual information refers to
information about a single individual.

The information and opinions published here are the product of the National Forum on Education Statistics and do not
necessarily represent the policy or views of the U.S Department of Education or the National Center for Education

Statistics.
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e Personally or individually identifiable information
reveals an individual’s identity.

e Confidentiality refers to an obligation not to disclose
or transmit information to unauthorized parties.

 Privacy reflects an individual’s freedom from intrusion.

e Security refers to technical procedures that ensure only
authorized and intended parties have access to data.

e Disclosure includes permitting access to, revealing,
releasing, transferring, disseminating, or otherwise
communicating all or any part of any individual record
orally, in writing, or by electronic or any other means
to any person or entity.

e The Family Educational Rights and Privacy Act (FERPA)
defines parent as a natural or adoptive parent, a legal
guardian, or an individual acting as a parent in the
absence of the parent or guardian. The rights under
FERPA transfer to the student (“eligible student”)
when he or she reaches 18 or attends a postsecondary
education institution at any age.

e Within this publication, an agency or school refers to
the entity that collects, maintains, uses, and releases
information from education records.

IM Principles Underlying Privacy
Protections

To protect the privacy of families whose children are in
school, states and the federal government have estab-
lished legal statutes to keep private the education records
that schools maintain on students. These laws frame data
collection procedures, restrict information disclosure, and
safeguard the quality of the information that school sys-
tems routinely collect and maintain. All education records
about students, whether handwritten or computerized,
are protected by the same privacy regulations.

Education personnel are responsible for protecting the
integrity and accuracy of the information they gather and
maintain. Therefore, data managers, their staff, and other
agency and school personnel must become familiar with
the laws that ensure the confidentiality of the records, as
well as the legal concepts underlying those laws.

The term “education records” means records, files, doc-
uments, and other materials that contain information

T2

directly related to a student and that are maintained by
education agencies or institutions, or by individuals act-
ing on behalf of the agencies. It contains the administra-
tive reports of students’ educational progress, along with
any information about past or current use of school-
related services, such as special education, social work
services, or other supplementary educational support.
The Family Educational Rights and Privacy Act (FERPA)
(20 USC & 1232g; 34 CFR Part 99), a federal law, limits
who can have access to an education record without the
consent of the student’s parent, and it provides for a par-
ent’s right to see what is kept in the records. These two
basic features have broad implications for the treatment
of information about students by teachers, administra-
tors, and researchers.

In addition, schools that participate in a federally assisted
school nutrition program have personal information
about students’ eligibility for free and reduced-price
school meals or free milk. The program has regulations
that are more restrictive than FERPAs regarding the dis-
closure and use of this information. Section 2 of this doc-
ument discusses in detail how this type of information is
safeguarded under federal laws.

In addition to the everyday use of student information by
teachers and administrators, education records are a
source of basic data used for administrative purposes and
policymaking. Statistical information summarized from
education records can be an important resource for mon-
itoring programs and for evaluating the success or failure
of education policies. Administrative use of computerized
records means that education records are used increas-
ingly farther from their point of origin. As a result, it has
become more complicated but no less essential for school
officials to be vigilant about protecting the confidentiality
of records. Those who work with education records have
legal and ethical obligations to observe rigorous proce-
dures for protecting the privacy of the original informa-
tion and the individuals whose records are involved.

A Key Concepts of Privacy Laws
and Confidentiality Policies

Privacy laws lead to establishing regulations that educa-
tion agencies and schools must follow so that informa-
tion about children is available only to officials who are
authorized to know such information. The laws were
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passed by the U.S. Congress to ensure parents the right
of access to information about their children, while allow-
ing education officials the flexibility they need to use the
information in making decisions that serve children well.

Federal and state privacy statutes pertaining to students
in elementary and secondary schools build on concepts
of common law and privacy guarantees found in the
U.S. Constitution. Fundamental to the government’s
rulemaking about data collection, privacy, and appropri-
ate use are three concepts—notification, disclosure, and
informed consent.

Notification, according to FERPA, refers to an agency’s
responsibility to annually notify parents and eligible stu-
dents of their rights under FERPA. Though not specified
in FERPA, when school officials collect information about
families or students, they should explain the legal basis
for compiling data, or “give public notice,” of the reasons
the data are being collected.

Disclosure refers to access, release, or transfer of person-
ally identifiable information about individuals. Privacy
laws define appropriate or inappropriate information dis-
closures or releases. According to FERPA, data about stu-
dents may be disclosed without parental consent only
under certain conditions specified in the law and regula-
tions. For example, FERPA permits schools to disclose
information from students’ education records to school
officials who have a legitimate educational interest in the
information. Any instance in which unauthorized individ-
uals see or use private information about students is an
inappropriate and often illegal disclosure, unless the par-
ent or student gives consent or a law makes such access
legal. FERPA regulations require that prior written consent
be given by parents for the disclosure of information to
persons not authorized by FERPA to have access to the
records without consent.

Informed consent, though not specifically a FERPA
requirement, involves an individual’s agreement in the
context of a written account of why personal information
is requested and how it will be used. In general, parents
should have the option, without penalty, of agreeing or
declining to provide the information that an education
agency or school requests. Certain information, however,
is required by schools, and parents must provide the
information in order for their children to be enrolled. The
parents’ agreement should be an informed decision,
based on an understandable explanation of how the

information will be used. Once a parent’s consent is given
for a particular purpose or set of purposes, the informa-
tion cannot be “redisclosed” (used by a third party)
except as originally indicated.

Important Terms

Education Record

According to FERPA, a record means any information
recorded in any way, including, but not limited to, hand-
writing, print, computer media, videotape or audiotape,
film, microfilm, and microfiche. An education record,
sometimes referred to as a student record, may include a
variety of details about a student, such as the date of
birth, date of enrollment, bus route, immunization his-
tory, achievement test scores and grades, enrollment and
attendance, awards, degrees achieved, and special edu-
cation plans and evaluations. Personal notes by teachers
or other staff, kept in the sole possession of the maker,
used only as a personal memory aid, and that are not
accessible or revealed to any other person except a tem-
porary substitute, are not subject to FERPA. A record of a
student may be maintained in more than one location
within an agency or school (e.g., enrollment record in the
school’s administrative office and health information in
the school health clinic).

Information included in an education record is collected
primarily from the student (or family members), teachers,
and other school staff. It may also be collected from other
sources outside the school, such as health care providers
or testing companies. Personal information about stu-
dents is a vital resource for teachers and school staff in
planning responsive education programs and services,
designing individual education plans; scheduling students
into appropriate classes; planning school bus routes; and
completing reports for local, state, and federal authori-
ties. In emergencies, the information is readily available to
school officials to assist students and their families. A lim-
ited amount of this information, as defined by the school
district or state, makes up a student’s permanent record
or transcript.

Confidentiality

Confidentiality refers to a person’s obligation not to dis-
close or transmit information to unauthorized parties.
Confidentiality extends to information about either indi-

=l
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viduals or organizations. In schools, districts, or state edu-
cation agencies, that usually means establishing proce-
dures that limit access to information about students or
their families. This access extends to the school officials
who work directly with the students, agency representa-
tives who serve as evaluators or auditors, or individuals
who act on behalf of authorized education officials.

Privacy

Privacy is a uniquely personal right that reflects an individ-
ual’s freedom from intrusion. Protecting privacy means
ensuring that information about individuals is not dis-
closed to unauthorized persons without the individual’s
consent.

A parent or eligible student’s right of privacy is violated
when personal information is disclosed to unauthorized
third parties without consent. While confidentiality,
defined above, refers to restricting disclosure of informa-
tion to authorized individuals only, privacy refers to
protection from personal intrusion.

Security

Security refers to the process that focuses on the “confi-
dentiality, integrity, and availability” (National Forum on
Education Statistics 2003) of information systems and
data. For the purpose of discussion in this document,
security includes technical procedures that ensure only
authorized and intended parties have access to data.

Parent or Eligible Student

FERPA grants parents the rights to review, request
amendment to, and consent to the release of education
records. A parent means a natural or adoptive parent, a
legal guardian, or an individual acting as a parent in the
absence of the parent or guardian. These rights transfer
to eligible students when they reach 18 or when they
attend a postsecondary education institution. However,
parents can still have access if the eligible student is a
dependent for tax purposes. When used in this docu-
ment, the term parent refers to the person who is given
the rights described in FERPA. FERPA defines a student as
any person, who is or has been in attendance, about
whom an agency or institution maintains education
records or personally identifiable information.

Education Agency or Institution

In FERPA, an education agency typically refers to a state
or local education agency that is authorized to direct and

Ta

control public elementary or secondary or postsecondary
institutions. An education institution refers to an institu-
tion or school that provides educational services or
instruction, or both, to students. FERPA also refers to
state or local education authorities. While not defined in
FERPA, the phrase generally refers to any educational
entity with authority and responsibility under state or
local law for the administration of educational functions
at the elementary, secondary, or postsecondary level.
This includes all education agencies and institutions that
are the recipient of funds under any program adminis-
tered by the U.S. Secretary of Education. Throughout
this document, agency or institution refers to the entity
that collects, maintains, uses, and releases information
from education records. This entity may be a state edu-
cation agency, school district, public or private school or
institution, intermediate education unit, or an institution
to which funds have been available to administer an
educational program for students with disabilities or
work-based education programs administered on behalf
of an education agency.

A About the Document

Guidelines presented in this document are based on
information obtained from a variety of sources and rep-
resent the best practices currently used in the relevant
subjects. These include published books and reports, as
well as policies and procedures adopted at the national
level. This 2004 edition highlights the changes in legal
requirements made in the years following the first edition
published in late 1997. For example, the No Child Left
Behind (NCLB) Act of 2001 requires state education
agencies to have a procedure in place to facilitate the
transfer of disciplinary records, with respect to a suspen-
sion or expulsion, by a school district to any private or
public school. The law also gives parents more rights with
regard to the surveying of minor students, the collection
of information from students for marketing purposes,
and certain nonemergency medical examinations. The
same law also allows the disclosure of directory-type
information (students’ names, addresses, and telephone
listings) to military recruiters. The Patriot Act of 2001
allows the U.S. government, via an ex parte court order,
to collect and use education records relevant to investiga-
tions and prosecutions of specified crimes or acts of ter-
rorism (domestic or international). These laws, and others
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that may affect a school, district, or state education
agency’s handling of education records, are discussed in
Section 2: Summary of Key Federal Laws.

While this document intends to sort out the very complex
issues related to the privacy of student records, it is not a
"one-size-fits-all” manual that provides direct and simple
answers to all the questions. Users need to understand
the issues presented in this document, but resolve them
by developing policies and procedures pertinent to their
state or district. This document is intended to provide
guidance and references for this purpose.

This document will be most useful for staff in state and
local education agencies who are responsible for main-
taining student records. It will help them to understand
the legal requirements, as well as implement proper man-
agement procedures and controls at the state or district
level when they collect personally identifiable student
information. Additionally, the document can help identify
ways to ensure that data providers and users are
informed of their rights and responsibilities when han-
dling personally identifiable, as well as aggregate, data.

Organization and Format of the Document

The document is divided into five remaining sections con-
taining general guidelines and examples of effective prac-
tices, sample forms, and references to other sources.

Section 2: Summary of Key Federal Laws

Section 2 describes federal laws protecting the privacy of
students that have implications for the maintenance and
release of student data by state and local education
agencies. Readers are encouraged to identify relevant
state laws and local regulations that also apply.

Section 3: Protecting the Privacy of Individuals
During the Data Collection Process

Section 3 describes appropriate procedures for collecting
individual information about students.

REFERENCES

Section 4: Securing the Privacy of Data Maintained
and Used Within an Agency

Section 4 describes the management controls and poli-
cies needed to maintain and use data within the agency
or school. This section addresses the issue of assessing
who in an agency or school has a “legitimate educa-
tional interest” in specific information about an individ-
ual student.

Section 5: Providing Parents Access to Their Child’s
Records

Section 5 pertains to procedures for providing access to
a student’s education record by the eligible student or
the parent.

Section 6: Releasing Information Outside an Agency

Section 6 suggests procedures for handling external
requests (made by the public, researchers, and other serv-
ice professionals) to release information from individual
student records.

Readers are encouraged to search for and include in this
section their states’ laws or statutes that further govern
the privacy of education records.

Other Resources

Other resources and tools that may help readers are pro-
vided. They include the following:

* an abbreviated topical index at the end of this docu-
ment that will help readers locate topics of interest;

¢ highlights for each section that summarize key points
for easy reference or for other uses such as training;
and

e a list of commonly asked questions that will guide
readers to find answers in sections 2 to 6.

There are a number of URLs cited in this guide. Every
effort has been made to verify their accuracy at the time
of publication. If a URL is no longer working, try using the
root directory to search for a page that may have moved.

National Forum on Education Statistics. (1994). Education Data Confidentiality: Two Studlies. Issues in Education Data
Confidentiality and Access, and Compilation of Statutes, Laws, and Requlations Related to the Confidentiality of
Education Data (NCES 94-635). Washington, DC: U.S. Government Printing Office.

National Forum on Education Statistics. (2003). Weaving a Secure Web Around Education: A Guide to Technology
Standards and Security (NCES 2003-381). U.S. Department of Education. Washington, DC: National Center for

Education Statistics.
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SECTION 2

Summary of Key Federal Laws

OVERVIEW

Education agency administrators and parents share
a common interest in ensuring that personal infor-
mation about children in elementary and second-
ary schools is kept confidential. Many are unaware
of the protection offered by state and federal laws.
In this section, we inform administrators and par-
ents about how federal laws protect information
maintained in school and education agency
records. The guidelines in this section offer practi-
cal information to education agency personnel and
policymakers on developing procedures that will
work for families and schools.

This material reflects only the broad outline of fed-
eral privacy policy requirements. The material
describes federal policy principles, many of which
are supplemented by additional state statutes or
local regulations. Readers should be cautioned
that these descriptions are not legally binding and
that they should direct specific questions either to
local and state legal experts or to the appropriate
federal government offices. Figure 2-1, found at
the end of this chapter, summarizes federal laws
that govern the privacy of education records for
elementary and secondary education.

GOALS

v Provide an overview of all federal laws that are
primarily concerned with or include provisions
to safeguard the privacy of student education
records

v Familiarize readers with specific aspects of stu-
dent records that are governed by current fed-
eral laws and regulations

v Provide resources to further understanding of
federal laws

KEY POINTS

FERPA applies to education agencies, institu-
tions, and schools that receive funds from the
U.S. Department of Education.

FERPA establishes broad privacy protections for
education records.

Other federal laws, such as the National School
Lunch Act, affect data collection, maintenance,
and disclosure procedures.

FERPA grants parents and eligible students
access to education records and restricts disclo-
sure of this information without their consent,
with some exceptions.

Districts’ written privacy policies ensure the uni-
form application of FERPA.

FERPA protects most information collected by
schools about students. However, sole posses-
sion records (e.g., teachers’ informal notes),
records of school-based law enforcement units,
and employment records do not fall under the
jurisdiction of FERPA.

Directory information of individual students may
be released without prior consent. However,
school districts must give public notice of what
is considered in this category and provide par-
ents an opportunity to opt out.

The U.S. Department of Education does not
require local education agencies to notify par-
ents or eligible students individually of their
rights, but agencies must provide notice where
it is likely to be seen.

Parents and eligible students may inspect,
review, and request to amend education records.

FERPA prohibits record matching of students’
education records and restricts which parties

Kl
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may have access to personally identifiable informa-
tion. It also establishes penalties for inappropriate
redisclosure by third parties.

¢ The Protection of Pupil Rights Amendment (PPRA) was
originally enacted to govern the administration to stu-
dents of surveys that contain questions about certain
protected information. It was amended by NCLB to
generally apply to local education agencies that are
the recipients of any funds from the Department of
Education.

¢ The privacy of special education records is protected by
FERPA and the Individuals with Disabilities Education
Act (IDEA).

e Records pertaining to the identification, evaluation,
and educational placement of children with disabilities
must be available for inspection by parents.

e Any participating agency or institution that collects,
maintains, or uses personally identifiable information
about students with disabilities must protect the pri-
vacy of these special education records.

e Each public agency must have one official who is
responsible for ensuring the confidentiality of any per-
sonally identifiable information and must train all per-
sons who are collecting or using personally identifiable
information regarding the state’s policies on confiden-
tiality and FERPA.

e Agencies must maintain, for public inspection, a list of
employees who have access to personally identifiable
information.

¢ Education records may be protected by laws adminis-
tered simultaneously by other state and federal agen-
cies, as well as by the U.S. Department of Education.

e The Children’s Online Privacy Protection Act of 1998
(COPPA) also impacts student privacy. Certain web
sites must obtain parental consent before collecting
personal information from children under age 13.
Parents can review and delete the child’s personal
information. The privacy notices of these web sites
also have to disclose certain privacy requirements.

¢ The National School Lunch Act of 1994 protects the
privacy of information that agencies collect from fam-
ilies of children who are eligible to receive free or
reduced-price meals.

¢ Confidentiality regulations generally apply to records
of students who receive assistance or treatment under
laws administered by the federal Substance Abuse
and Mental Health Services Administration.

s

¢ The Office of Management and Budget reviews and
approves federally administered questionnaires, sur-
veys, or forms before they are to be completed by
state and local education agencies and programs that
receive federal funds.

e The Privacy Act of 1974 stipulates allowable uses of
social security numbers by government agencies and
gives individuals the right to refuse to disclose or use
their social security numbers except for the purposes
defined by the social security law.

e Experts in government offices and education organi-
zations can assist education agencies in protecting the
privacy of education records.

IM Privacy-Related Laws That
Apply to Agencies and
Schools

A1. Types of organizations required
to adhere to federal education
privacy laws

Education agencies and institutions that receive funds
from the U.S. Department of Education must adhere to
federal privacy laws pertaining to education records of
students. These generally include public elementary and
secondary schools, school districts, intermediate educa-
tion agencies, and state education agencies or their
representatives. Most private and public colleges and uni-
versities are also subject to federal privacy laws because
they receive federal funds from the U.S. Department of
Education. However, because few private elementary and
secondary schools receive federal funds directly, they are
rarely subject to these privacy restrictions.

State or local education agencies that conduct programs
administered by other federal agencies—the U.S.
Departments of Agriculture, Health and Human Services,
or Labor, for example—may also be required to meet
confidentiality provisions of applicable statutes.

A2. Federal laws that directly affect
data collected and maintained by
education agencies

A number of federal laws govern data collections by
schools, districts, and state education agencies, and two
of those laws apply most broadly: the Family Educational
Rights and Privacy Act (FERPA) and the Protection of
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Pupil Rights Amendment (PPRA). Exhibits 2-1 and 2-2
contain fact sheets describing FERPA and PPRA.
Together, the two laws have far-reaching legal implica-
tions for state and local policies and procedures that
guide the following three aspects of education agencies’
data collection activities:

¢ rights of a parent to review education records main-
tained by state or local education agencies or their
representatives;

¢ procedures by which education records can be released
and protected; and

e rights of parents to review and, under some circum-
stances, provide consent for their child’s participation
in surveys, analyses, or evaluations that are adminis-
tered by state or local education agencies or their rep-
resentatives.

Privacy protection under FERPA is generally incorporated
into laws authorizing federal education programs. Thus,
FERPA and PPRA requirements apply to programs such as
Title I, Migrant Education, Safe and Drug-Free Schools
and Communities, Carl D. Perkins Vocational and App-
lied Technical Education Act, Education of Neglected and
Delinquent Youth, Even Start, and Even Start Family
Literacy. Similarly, most states include the core privacy pro-
tection of FERPA in their education legislation; in many
cases, they extend and strengthen this protection.

In addition to FERPA and PPRA, other federal laws affect
school, district, or state education agency data collec-
tion, maintenance, and disclosure procedures. Among
them are:

e The Individuals with Disabilities Education Act (IDEA),
which applies to the education records covered by this
law. However, IDEA release and disclosure require-
ments are substantially identical to those in FERPA.

e The federal Drug and Alcohol Patient Records
Confidentiality Law (42 CFR), which applies to the
services and treatment of records belonging to stu-
dents who receive assistance from programs adminis-
tered by the Substance Abuse and Mental Health
Services Administration.

e The Richard B. Russell National School Lunch Act
(NSLA), which restricts the release of eligibility and
services information about students and families who
participate in the federal free and reduced-price lunch
program.

e The Health Insurance Portability and Accountability
Act (HIPAA) of 1996, which provides privacy regula-

tions to protect patients by limiting the ways that
health plans, pharmacies, hospitals, and other covered
entities can use patients’ personal medical informa-
tion. The Privacy Rule of the law, however, provides a
broad exemption for personal health information
maintained in education records, which is protected
under FERPA.

e The Paperwork Reduction Acts of 1980 and 1995,
which include rules that restrict what the federal gov-
ernment can ask state and local agencies to collect for
the federal government.

Three other federal laws—the Freedom of Information
Act (FOIA) of 1966, the Privacy Act of 1974, and the
Computer Matching and Privacy Protection Act of
1988—do not apply to the education records maintained
by schools, districts, or state education agencies because
these federal laws pertain only to data the federal gov-
ernment collects. However, many states have passed their
own open records laws or other privacy laws very much
like the federal statutes that may apply to the information
schools collect. When agencies or schools establish data
policies and procedures, they should consult state
statutes on these matters, as well as the federal require-
ments. Many state open records laws indicate that each
agency make available for public inspection and duplica-
tion copies of all records, regardless of form or format,
that have been released to any person and that because
of their subject matter content have become the subject
of request for substantially the same record. However,
state open records laws do not supersede FERPA, and
educational agencies and institutions subject to FERPA
should seek advice from the Family Policy Compliance
Office (FPCO) if any conflicts are evident. (See section 2F
below for contact information.)

The federal Policy for the Protection of Human Subjects,
administered by 16 federal departments and agencies,
establishes procedures for protecting the rights of individ-
uals—including students and families—who participate
in federally sponsored research activities and programs.
This statute establishes the preliminary rules researchers
must follow when they conduct studies sponsored by
federal agencies. Although these regulations may apply
to data collections by schools, FERPA establishes addi-
tional basic disclosure restrictions that guide the treat-
ment of any information collected in schools if the
information either derives from education records or is
maintained in those records for any period of time. These
restrictions apply to activities sponsored by an education

or other agency or an individual.
9
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The No Child Left Behind (NCLB) Act of 2001 includes
amendments to PPRA that give parents more rights with
regard to the inclusion of minor students as survey
respondents, the collection of information from students
for marketing purposes, and certain nonemergency
medical examinations. See section C, “U.S. Department
of Education-Funded Surveys and Studies,” for detailed
discussion.

In addition, the Patriot Act of 2001 allows the U.S.
Attorney General or his or her deputy to apply for an ex
parte court order requiring an education agency or insti-
tution to allow the Attorney General or his designee to
collect and use education records relevant to investiga-
tions and prosecutions of specified crimes or acts of ter-
rorism (domestic or international). The Attorney General
must certify that there are specific facts giving reason to
believe that the records contain the required information.
An education agency or institution that in good faith
releases records in accordance with the court’s order is
not liable to any person for releasing the records subject
to confidentiality procedures developed in consultation
with the Secretary of Education.

A Privacy Protection Under
FERPA: Responsibilities of
Agencies and Schools

The U.S. Congress passed FERPA in 1974 to protect stu-
dent and family privacy. Also known as the Buckley
Amendment, FERPA grants parents certain rights of
access to their children’s education records and restricts
disclosure of information from those records without
their consent. It also allows parents and eligible students
to amend records they believe to be inaccurate or mis-
leading. The original FERPA statute and its amendments
are incorporated in the U.S. Code (20 USC 1232g). The
Code of Federal Requlations (34 CFR Part 99) contains
regulations for administering the law.

In 1994, FERPA was amended in the Improving America’s
Schools Act. The U.S. Department of Education published
revised regulations in the Federal Register on November
21, 1996 (pp. 59291-59298) to ensure greater flexibility
in implementing the privacy laws pertaining to student
records.

The law regards as an education record most information
that teachers, school administrators, and education offi-
cials maintain about students in a tangible format,
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whether in electronic, photographic, or paper files.
Regardless of where the information about students orig-
inates, if it is maintained by schools or education agen-
cies, protecting its privacy is governed by FERPA or
another federal statute, such as NSLA. School districts,
schools, or state education agencies, if asked, must com-
ply with parents’ or eligible students’ requests for access
and review.

FERPA requires school districts—but not state education
agencies—to notify parents and eligible students annu-
ally of their rights under FERPA. Among the changes in
FERPA that resulted from the 1996 regulations was the
removal of requirements for districts to adopt written
policies pertaining to FERPA. Although local written poli-
cies are no longer required, regulations continue to
encourage districts to develop privacy policies and proce-
dures. Because state or local privacy protection laws or
policies may supplement or refine FERPA, many state and
local education agencies establish written policies to
ensure the law will be applied uniformly.

FERPA currently permits schools to transfer any and all
education records, including disciplinary records, for a
student who is transferring to another school. A new pro-
vision of the NCLB Act requires state education agencies
that receive funds under the Elementary and Secondary
Education Act (ESEA) to provide an assurance to the U.S.
Secretary of Education. The assurance stipulates that the
state has a procedure in place to facilitate the transfer of
disciplinary records, with respect to a suspension or
expulsion, by local education agencies to any private or
public school for any student who is enrolled or seeks to
enroll in the school.

B1. FERPA defines protected education
records

FERPA defines education records as information:

o directly related to a student, specifically any informa-
tion recorded in any way, including but not limited to
handwriting, print, computer media, videotape or
audiotape, film, microfilm, and microfiche; and

e maintained by an education agency or institution, or
by parties acting for the agency or institution (e.g.,
special education schools and health or social services
institutions).

Records pertaining to special education students are sub-
ject to the same FERPA requirements as all other student
records.
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Education records include but are not limited to:

e family information, such as name and address of the
student and parent or guardian, emergency contact
information, date and place of birth, and number of
siblings;

e personal information, such as an identification code,
social security number, picture, and list of personal
characteristics that would make it easy to identify a
student;

e grades, test scores, courses taken, academic special-
izations and activities, and official letters about a stu-
dent’s status in school;

e test records, answer sheets (including written
responses to performance assessments and portfolios),
and records of individualized education programs;

¢ special education records;

e disciplinary records established and maintained by
school officials;

¢ medical and health records that the school collects
and maintains. Individually identifiable health infor-
mation of students under the age of 18 created by a
nurse in a primary or secondary school that receives
federal funds and that is subject to FERPA is an edu-
cation record, not protected health information.
Privacy regulations generally applied to health records
do not apply;

e documentation of schools attended, courses taken,
attendance, awards conferred, and degrees earned;
and

¢ videotapes of individuals or groups of students.

A school district may establish policies that list the types
and locations of education records, with a schedule of
fees (which must be reasonable) that are charged for
duplicating records. Agencies may not, however, charge
a fee to search or retrieve education records. The follow-
ing information about students is not considered part of
an education record and is not subject to access or disclo-
sure rules under FERPA:

¢ notes (handwritten or typed) kept in the sole posses-
sion of the maker (teachers, supervisors, school coun-
selors, and administrators) which are used only as a
personal memory aid and are not revealed to any
other person other than a temporary substitute teach-
ers or other replacement personnel;

¢ records created by law enforcement units of schools or
school districts, for a law enforcement purpose, that
are maintained separately from education records; and

¢ information about individuals obtained after they are
no longer students.

Another type of information is not subject to “consent”
rules under FERPA. FERPA allows school systems to estab-
lish a policy that designates some types of information as
directory information—the portion of the education
record that would not generally be considered harmful or
an invasion of privacy if disclosed. Local education agency
definitions of directory information may vary, but they
generally include a student’s name and school activities,
family members’ names, address, and telephone number.
Some school districts also include as directory information
the biographical materials found in school yearbooks,
such as videotapes and pictures of students; participation
in various extracurricular activities; degrees and awards
received; and names of previous schools attended. The
height and weight of athletes may also be included as
directory information. Once notice of directory informa-
tion is given, school officials can distribute the informa-
tion to anyone who requests it inside or outside the
school.

If a school district has a policy for disclosing directory
information, it must give public notice of what is consid-
ered in this category and indicate that parents may refuse
to allow the agency to designate any or all of their child’s
record as directory information. The law requires the noti-
fication to specify the period of time in which parents
must inform the school or district of any directory infor-
mation whose release they disallow. Such notification can
occur through a school newsletter, student handbook, or
some other publication that parents can be expected to
receive.

FERPA currently allows schools to designate and disclose
without consent certain items of information as directory
information. The FERPA regulations define “directory
information” under § 99.3 of the regulations and set forth
the requirements for implementing a directory informa-
tion policy under § 99.37 of FERPA. Generally, directory
information may be disclosed by a school to any party,
provided the requirements of FERPA are followed.

The NCLB Act also addresses the disclosure of directory-
type information (students’ names, addresses, and tele-
phone listings) to military recruiters. Congress also
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included similar language in the National Defense
Authorization Act for Fiscal Year 2002. Both laws, with
some exceptions, require schools to provide directory-
type information to military recruiters who request it.
Typically, recruiters are requesting information on junior
and senior high school students that will be used for
recruiting purposes and college scholarships offered by
the military. Upon such request, school districts are
required to provide student names, addresses, and tele-
phone listings to military recruiters unless a parent has
elected to “opt out” of the public, nonconsensual disclo-
sure of directory information or has opted out of a spe-
cific notice provided by the school regarding disclosure to
the military. The laws do not permit school districts to
institute a policy of not providing the required informa-
tion unless a parent has affirmatively agreed to provide
the information.

The NCLB Act makes it clear that, even if a local educa-
tion agency does not have a policy of disclosing “direc-
tory information” under FERPA, the school district must
still comply with a request from a military recruiter for
names, addresses, and telephone listings of students.
The referenced laws require an “opt-out” notification
process.

Exhibit 2-3 includes a questions and answers sheet pro-
vided by the Family Policy Compliance Office (FPCO) to
clarify the new provisions of access to high school stu-
dents and information on students by military recruiters.

B2. Each of the local, state, and federal
education agencies has a role in
protecting the privacy of education
records

FERPA regulations require education agencies and institu-
tions to give annual notification to parents and eligible
students of their rights to review education records and
to request corrections of records they perceive to be inac-
curate. Exhibit 2—4 presents a model privacy notification.
These regulations apply to the education records main-
tained in any school, education agency, or institution rep-
resenting an education agency. FERPA applies to all
educational institutions, defined as agencies that provide:

e educational services or instruction, or both, to stu-
dents; or

e administrative control or services to public elementary
or secondary schools or postsecondary institutions.
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The U.S. Department of Education does not require local
education agencies to notify parents or eligible students
individually of their rights, but agencies must provide
notice where it is likely to be seen. FERPA regulations
regarding records access apply to state and local agen-
cies, but only local agencies must give annual notification
of rights under FERPA. The annual notification must
inform parents that they have the right to:

e inspect and review their child’s record;

¢ seek to amend the record if they believe the record to
be inaccurate, misleading, or otherwise in violation of
their child’s rights;

e consent to disclosures of personally identifiable infor-
mation in the record, with certain exceptions author-
ized by FERPA; and

e file a complaint with the U.S. Department of
Education concerning the district's failures to comply
with the requirements of FERPA.

Parents’ access to records is limited to information about
their own child. In cases where an education record con-
tains information about more than one child, the infor-
mation must be separated so that parents do not have
access to the records of any child other than their own.

FERPA requires local agencies to provide their annual noti-
fication in a manner that “effectively informs” those who
have a disability or who speak a primary or home lan-
guage other than English. Methods for notifying parents
may include either providing notice in alternative formats
such as audiotape, Braille, computer diskette, or large
print, or translating information into the native langu